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Ministeru Ministeru għall-Intern,is-Sigurtà, u x-xogħol 
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MINISTERU GĦALL-INTERN, IS-SIGURTÀ U L-XOGHOL 
201 TRIQ ID-DEJQ VALLETTA, MALTA 

 
I. Korrelata data tal-inċidenti, tikkoordina, u tkun responsabbli għall-proċess ta’ rispons għall-

inċidenti billi tipprovdi appoġġ tekniku lil Departiment għall-Ħarsien tall-Infrastruttura Kritika 

(ĦIK) CSIRTMalta u CSIRTs oħra biex isolvu inċidenti ta’ difiża ċibernetika. 

II. Żomm l-għarfien tal-politiki, ir-regolamenti applikabbli dwar iċ-ċiberdifiża, u tevalwa l-

konformità regolatorja tal-politika organizzattiva taċ-ċibersigurtà. 

III. Evalwa l-allinjament tal-politika organizzattiva taċ-ċibersigurtà mad-direttivi relatati mal-NIS 2 

u CER. 

IV. Żviluppa profili ta’ riskju taċ-ċibersigurtà u valutazzjonijiet ta’ riskju u vulnerabbiltà mhux 

tekniċi ta’ oqsma ta’ fokus teknoloġiku rilevanti bħal, iżda mhux limitati għal, ambjent tal-

kompjuters lokali, netwerk u infrastruttura, infrastruttura ta’ appoġġ, u applikazzjonijiet. 

V. Wettaq testijiet ta’ penetrazzjoni awtorizzati fi ħdan is-CSIRTMalta u l-ambjent tal-kostitwenti 

tagħha. 

VI. Identifika attività tan-netwerk anomala u twettaq reviżjonijiet meħtieġa kif xieraq fi ħdan is-

CSIRTMalta u l-ambjent tal-kostitwenti tagħha. 

VII. Żomm settijiet ta' għodod tal-awditjar tad-difiża ċibernetika li jistgħu jintużaw, inklużi iżda mhux 

limitati għal, MeliCERTes, MISP, Taranis, u IntelMQ. 

VIII. Wettaq valutazzjonijiet tar-riskju u l-vulnerabbiltà u tipprepara rapporti ta’ verifika li jidentifikaw 

is-sejbiet tekniċi u proċedurali u jipprovdu strateġiji/soluzzjonijiet ta’ rimedju rakkomandati. 

IX. Agħmel rakkomandazzjoni ta' kontrolli ta' sigurtà kost-effettivi biex itaffu r-riskju ċibernetiku, 

jipproteġu s-sistemi u l-proċessi tal-informazzjoni. 

X. Jwettaq kull biċċa xogħol oħra, li s-superjur u d-Direttur CI jistgħu jiddelegawlu/lilha, kif ikun 

meħtieġ. 

XI. Jwettaq kull dmir ieħor li jista' jiġi aġġornat biex jissodisfa r-rekwiżiti ta' kwalunkwe qasam ieħor 

kif ikkonfermat mis-Segretarju Permanenti. 

XII. Kull dmir ieħor bħala direttur mis-Segretarju Permanenti Ewlieni. 

Dmirijiet u responsabbiltajiet 
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Duties and responsabilites 

 

Ministry Ministry for Home Affairs, Security and Employment 

Job title Programme Officer (Cybersecurity Implementation) 

 

 

 

MINISTRY FOR HOME AFFAIRS, SECURITY AND EMPLOYMENT 

201, STRAIT STREET, VALLETTA, MALTA 
 

I. Correlate incident data, coordinate, and be responsible for the incident response process by 

providing expert technical support to Critical Infrastructure Protection Department (CIP), 

CSIRTMalta and other CSIRTs to resolve cyber defence incidents. 

II. Maintain knowledge of applicable cyber defence policies, regulations, and evaluate 

organizational cybersecurity policy regulatory compliance. 

III. Evaluate organizational cybersecurity policy alignment with related to NIS 2 directive. 

IV. Develop cybersecurity risk profiles and nontechnical risk and vulnerability assessments of 

relevant technology focus areas such as, but not limited to, local computing environment, network 

and infrastructure, supporting infrastructure, and applications. 

V. Perform authorized penetration testing within CSIRTMalta and its constituents environment. 

VI. Identify anomalous network activity and perform required reviews as appropriate within 

CSIRTMalta and its constituents environment. 

VII. Maintain deployable cyber defense audit toolkits, including but not limited to, MeliCERTes, 

MISP, Taranis, and IntelMQ. 

VIII. Perform risk and vulnerability assessments and prepare audit reports that identify technical and 

procedural findings and provide recommended remediation strategies/solutions. 

IX. Make recommendation of cost-effective security controls to mitigate cyber risk, protect of 

information systems and processes. 

X. Undertakes any other tasks, which the superior and Director CI may delegate to him/her, as may 

be required. 

XI. Undertakes any other duties which may be updated to meet the requirements of any other area as 

confirmed by the Permanent Secretary. 

XII. Any other duties as director by the Principal Permanent Secretary. 


